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JANUARY 2013
]

Office 2013

=+ New design and interface

‘ Aimed towards touch-based gestures
=+ Integration with many services

@ Cloud computing

SEPTEMBER 2015

Office 2016

[a) -
0 Improved security
¥ Fully optimised for touchscreen & mobile devices

@ Focus on cloud integration
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Ald9 0V + o5 Trump's Political Report... - Message (Plain Text) o = b1
m‘ Message o e
x (& Reply :; i Create New 3 ‘.] 3 Mark Unread A (D)
(@ Reply All o B8 Categorize ~ A
Delete Move 3~ Editing Zoom
kg Forward v . ¥ Follow Up ~ v
Delete Respond Quick Steps . Move Tags . Zoom

© Extra line breaks in this message were removed

From Capt.BORCHERT Sent: Wed 4/19/2017 9:58 AM
To

Ce

Subject Trump's Political Report

| Message | &) Trump 's_Attack_on_Syria_English.docx (263 KB)

» €31

Sir/Madam,

In the attachment you can find some information about foreign policy of Donald J. Trump

"Alistair” BORCHERT

CAPTAIN, USA Navy

IMS Cooperative Security Division

Cooierat on Policy and Programmes Branch Policy and Programmes Section Head T el: *32-

IVSN
Room:

[ JCth.BORCHERT L L |
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PAGE 1 OF 6

© O - myStory (Protected View) - Word ? 3
HOME INSERT DESIGN PAGE LAYOUT REFERENCES MAILINGS REVIEW VIEW
1 2 3 4 5 6
My story

Last month, 44 children died at sea trying to cross to safety from the Middle East to Europe. None of
them made world headlines. The world has moved on since the body of 3-year-old Alan Kurdi washed up
on a Turkish beach, briefly focusing the globe’s attention on the crisis. According to Google Trends,
searches for the word “refugee” have already declined by more than half.

Every single one of these stories throws me back to a dark time in my own life, a time of helplessness
and fear.

After Weeks of Bloodletting, U.S. Reaches Deal on...

After some of the most intense fighting between Syrian government forces and rebels in months, the
United States and Russia announced a new...

Promoted By

| was never a refugee, but | could have been. For the first 12 years of my life, | lived in a no-man’s land in
Beirut, on the front lines of a war that ravaged my country. | was born two years into the 15-year
conflict, and bombs and shelters seemed normal to me while growing up, just part of everyday life, like
having breakfast and going to school. We had no power or running water for days on end; stray bullets
periodically were fired into our apartment. Men with guns camped out on the ground floor of our
building for years.

| often get asked why my family never left — or more pointedly, why my parents kept us there, dodging
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Microsoft Word 2000

2.1.2.2 MS-DOC Microsoft Word 97 O/ Microsoft Word 2002

\ Microsoft Office Word 2003

Microsoft PowerPoint 2000

2.1.2.3 MS-PPT  Microsoft PowerPoint 97 O/ Microsoft PowerPoint 2002

\ Microsoft Office PowerPoint 2003

Microsoft Outlook 2002

Microsoft Office Outlook 2003

2.1.2.4 MS-PST  Microsoft QOutlook 2000 @%
k Microsoft Office Qutlook 2007

Microsoft Outlook 2010

.........,.4...%.\........

Microsoft Excel 2000

2.1.2.5 MS-XLS Microsoft Excel 97 O/ Microsoft Excel 2002

\ Microsoft Office Excel 2003

2.1.2.6 MS-XLSB Microsoft Office Excel 2007
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*File Options Element PropertySet Decoders Windows Help

*. test-vba.xls *- urls.xls M 016FHET...
B4 2016¢¢E§ﬁﬁ?221§*(1) doc 4
"’z Summarv Information N

EJL MsoDataStore 03
=55 ILBDUGEAUUUOUN1B1AAR xQ== N
D Item N

D Properties N
== ObjectPool

i 0z
= | _1546606316 03
' D ObjectPartData o1
[ 1obitnfo i
Dl Package 03
1Table ' 03

\ CompObj 03
Data 03
|DocumentSummaryInformation 03
|SummaryInformation o
WordDocument 03
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*-File Options Element PropertySet Decoders Windows Help

*o test-vba.xls *. urls.xls

M. 2016FEHRET...

=¥~ test-vba.xls

-

=
. =55 vBA

D dir

D Sheet1

D PROJECT
[ PROJECTWM
D CompQObj

‘r';j Summary Information

_VBA_PROJECT_CUR

[ _vBA_PROJECT

D ThisWorkbook

. |DocumentSummaryInformation
[ |summaryInformation
“[ workbook
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OffVis.zip
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1), OffVis: Hello.doc

’ File Edit View Tools Help

Parser: |Cases dl : WordBinaryFomatDetectionLogic(CVE-2006-4534, CVE-2007-0515,C v| | Pase |

Raw File Contents Parsing Results
00000940 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ®weeeeeveeneennns - [Name |,,,|offset Size [1]
00000950 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  weeveuuunneeennn -
00000960 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  weeeeeeeeeneeans G WordDocumentStream ... 0x00004f00  0x00000080
00000970 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  weeeeuuunnneennn -~ EleName ... 0x00004f00  0x00000040
00000980 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ....cecececccnnn |j .. CbEleName ... Dx00004f40  0x00000002
00000990 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  wvevuuuununeennn
00000920 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  weuueeuneeneenns - Type - 0x00004f42  0x00000001
000009B0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  wveveuuunnneenns - ThyFlags ... 0x00004f43  0x00000001
Dooaoosco 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  «uveeeeennnnnnnn - sidLeft | OxD0004744 | OXDO000004
000009D0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  weeeeuuununeennn o
000009E0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  wveeeuuuunneennn -~ sidRight -+ 0x00004f48  0x00000004
000009F0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  wveeunuununeennn - sidchild ... 0x00004f4c  0x00000004
00000R00 48 65 6C 6C 6F 2C 20 77 6F 72 6C 64 21 0D 00 00 Hello, world!... & dsidThis it |
00000210 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  wveeeuuuunneennn
0000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ueeeuueennneennn - UserFlags - 0x00004f60  0x00000004
00000230 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  wvevuuuunnneennn - CreateTime ... 0x00004f64  0x00000008
00000240 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  weeeeuuuunncennn .
00000R50 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  weuueenneennenns | Madiyme < |OKBRR R | ExSE00B00E
00000R60 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ueeuueennnneenns - StartSect ... 0x00004f74  0x00000004 | |
00000R70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...ieeeecccccnnas . SizeLow ... 0x00004f78 0x00000004
00000220 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  wveeeuuunnneennn ——
0000090 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  weveeeeeeeeeeans - Sizehigh -+ 0x00004f7c __ 0x00000004
00000AR0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  wveeeuuuunneennn
00000AB0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ....cecececccnenn [+}- OneTableDocumentstr... ... 0x00004e80  0x00000030
00000ACO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  wveeuuuunueeennn z
00000RDO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  «uueeeeennnnnnn- G Oix 0x00002581 _|0x00000015
00000RE0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  weeeeuuuuuneennn a = ]
00000AFO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  wvevuuunnuneennn
00000BO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  weeeeuuuunneennn _ | Parsing Notes
lalala¥alal-ENal nn nn nn nn nn nn nn nn nn nn nn nn nn nn nn nn

|Offset: 0x00000A07  Length: 0x00000000 |  43.0043ms | Oms | Detectiondpgled: ch:;j
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http://www.mitec.cz/ssv.html

4% Structured Storage ¥iewer - [HTML.XLA] — |D|5]
44~ File Element PropertySet Windows Help =5 x|
| [ 4% nrmexia |
=@ HTML.XLA Summary Information I
L - 1D I MName I Type | Value I
-G Document Summary Information
& D i r! LAl 2 Title null terminated string Internet Assistant VBA,
] 1CompObj 3 Subject null terminated string
= ‘_J “workbook 4 Author null terminated string [C) 19395-1938 Microsoft Corporation
== _VBA_PROJECT_CUR 6 Comments null terminated string Internet Assistant VBA,
= VBA 8 Last saved by null terminated string Microsoft Corporation
== i 18 Mame of creating application null terminated string Microsoft Excel
I8 LJ dir 12 Create time/date filetime 21.10.1997 22:39:43
- ,J Sheetl 13 Last saved time/date filetime 23.2.19938 20:35:05
‘J __SRP.O 19 Security 4 byte signed int 0
-~ _SRP_1
-] _SRP_2
- [] _SRP_3
Lj __SRP_4
-] _SRP_5
-] _SRP_B
[ ] _SRP_7
-~ Thisworkbook
-] _vBA_PROJECT
- J HTHML_Programmability
-] PROJECT
~|_] PROJECTwm
|9 1Summaryinformation
] IDocumentSummarylnformation
Type: Property Set
Size: 9 items

IO items IC:IProgram Files\Microsoft Office\Office\Library\HTML.XLA
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b |@ Z:\Dowrdoads\OF £i cetE T {4 [NS-CFB]-180316. doch
B F | ESREAD | GREEE fiZpkAie] itk i
,HsoDataStore """ 12 432 12 800 2018-09-11 01:04 2018-09-11 01:04 2 !
. WordDocument 398 510 398 912
.| [1]CompObj 110 128
. |1Table 84 725 84 992
. |Data 887 085 887 296
.| [S]DocumentSunnaryInformation 62 316 62 464
| [5]5ummaryInfornation 4 096 4 096
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M 2007 Microsoft Office ZZiFFI&, Microsoft
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g .docx. .xlsx A1 .pptx, XLEEARTLAIXEY B
255333 i F Microsoft Word. Microsoft Excel

A0 Microsoft PowerPoint,
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BRBMKXEE  .docm
1BiR .dotx
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XML Xf3KE RSB

TEH xlsx
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BRRAER xltm

3E XML TEBTIEE  .xisb
ERZAMET  xlam
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\ PowerPoint &)

XML XfFRE §RAB

BT .pptx

BRRMERXM .pptm

iR .potx

B RRIER .potm
BERZENME  .ppam
ER .ppsx

B RROHEIL .ppsm
KT R/ .sldx
BRZENLLTR  .sldm

Office £& .thmx

(cre
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AEIZOffice XMLAZ T 5 Microsoft Windows XML Paper

Specificationt& =R E .

> XPS & FMicrosoft Windows VistalffE RS | NPT

& E X8I0,

> Office XML&, 20ffice Word 2007, Office Excel 2007
F1Office PowerPoint 20078952 £ 7] 4REB Y ST = .
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Open XML Formats File Container

[ Document Properties ]

[ Custom Defined XML ] [ Charts ]

[ Embedded Code/Macros [ Images, Video, Sound files

[WordM L/SpreadsheetML, etc. [ Comments

~
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Z:\Downloads\[HS-XLSB]-180828. docx\

ZHE REE® EEV BEW TAO ne v m % A
+ - < l* » x ﬁ S0 1280 M EH B WS B

. . _ ’ . Z:\Dowrdloads'\ [MS-XLSE]-180828. docx wordh

A 12 M S B2 W 29 4 I

 media 4 967 916

> | ) Z:\Downloads\ [MS-XLSB]-180828. docx\ | | man. o

) rels | 63 915

gﬁz document.xml 28 178 110

- customiml [ footerl. xml 2 482

end.notes.xml 1 599

’ dOCPl"OpS footnotes.xml 1 605

word footer2.xm1 2 482

T Ej settings. xml 2 829

. _rels 5 fontTable. xml 3 133

[Content_'rypes] Cxml webSettings.xml T 302

[ styles. xml a0 888

=) nunbering. xml 301 620
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<Relationship ld="somelD" Type="relationshipType"
Target="targetPart"/>

HAPldEEEIFAEE, B relsX{EFREM—HY,

PREOXDRANKARRE, ARHEXTRABNNRETR,
E18EE X Office XML K BIFE L ,

*HinEREEXABERRINEGRIE (5—

Okt

B73) .
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PSS NN NN NN NS NN NN NN NN NN NN NN NN NN NN NN NN EEEEEEEEEEEEy

http://schemas.microsoft.com/office/2006/relationships/officeDocument http://schemas.microsoft.com/office/2006/relationships/cfChunk

http://schemas.microsoft.com/office/2006/relationships/vbaProject http://schemas.microsoft.com/office/2006/relationships/dataStoreltem

SsssssssmnE,

http://schemas.microsoft.com/office/2006/relationships/userXmlIData http://schemas.microsoft.com/office/2006/relationships/embeddedFont

http://schemas.microsoft.com/office/2006/relationships/hyperlink http://schemas.microsoft.com/office/2006/relationships/embeddedMetroObject

http://schemas.microsoft.com/office/2006/relationships/styleSheet http://schemas.microsoft.com/office/2006/relationships/chart

http://schemas.microsoft.com/office/2006/relationships/comments http://schemas.microsoft.com/office/20086/relationships/activeXControl

http://schemas.microsoft.com/office/2006/relationships/oleObject http://schemas.microsoft.com/office/2006/relationships/diagram

http://schemas.microsoft.com/office/2006/relationships/e20bject

http://schemas.microsoft.com/office/2005/relationships/diagramData

http://schemas.microsoft.com/office/2006/relationships/e10bject

http://schemas.microsoft.com/office/2005/relationships/diagramStyle

http://schemas.microsoft.com/office/2005/relationships/diagramColorTrans

http://schemas.microsoft.com/office/2006/relationships/sound

http://schemas.microsoft.com/office/2005/relationships/diagramDefinition

http://schemas.microsoft.com/office/2006/relationships/movie

http://schemas.microsoft.com/package/2005/02/md/core-properties

http://schemas.microsoft.com/office/2006/relationships/slide

http://schemas.microsoft.com/office/2006/relationships/layout http://schemas.microsoft.com/office/2006/relationships/docPropsApp

http://schemas.microsoft.com/office/2006/relationships/docPropsCustom

http://schemas.microsoft.com/office/2006/relationships/notesslide

http://schemas.microsoft.com/office/2006/relationships/slidemaster http://schemas.microsoft.com/ office / 2006 / relationships / documentThumbnail

http://schemas.microsoft.com/office/2006/relationships/glossaryDoc http://schemas.microsoft.com/office/2006/relationships/glossaryDoc

AR R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R RN
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http://schemas.microsoft.com/office/2006/
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\\/ . *:: }_\%_ Y 'f am b{ ( QI:I WO rd ) e

wordDocument.xml @?;\jd‘%i EF' E/\] FRZ:\Downloads\ [MS-XLSB1-180828. docx\word\

M (UF) , MRHRAFER S0 S AR S SR e
= <7 0 1§
= SO0 12E M S wBzh Whs 29

fOOter-Xml @é\ﬁi\’éf{ﬁiﬂpﬁﬂiﬂﬂ’\ﬂ%— ¥ |1 z:\Downloads\ [MS-XLSB]-180828. docx'werd\
2, TﬁUQDETI\]ﬁﬁEE’\JﬁEDXEE‘E E-— [ 0|
EXER. e e

header.xml 81 35{llFfooter.xmIX @ii:mml | s
1’-1:|:|:| E’J1I:I IO\ 'fgﬁ;é*ﬂ_ E’J1I:I 10N o %&;eil' xmll ? ;gz
wordDocument.doc Z/RIAXAEAY |3 feotnotes.xn o
EUZI: = footer2. xml 2 482
H ° . @ settings. xml 2 829
styles.xml 2B XK ERY | F fontrabiem 3 133

T 302

BEBOIER, BINFEAND, RIE (Siea T
*i_t*D ID"I E f%%yu% o @numbering. xml 301 620
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CHINA COMPUTER
FORENSICS CONFERENCE

Z:\Documents\#H « B\ B R \EIHHMEZT LS KERIESL. 0. pptx\pptinedial

NFE) RIEE BEEHV BER TAEM AFBEHW

T &
0 1280 MGt BH Bzh Hikg B8

. Z:\Documents\HIAH « REFEIRRF\EAE T ERPEIEHL. 0. pptxpptinedial
| i | EHEA | 28018

‘medial. mpd 33 450 103 35 450 103 1980-01-01 Of
fmjmedi a3. mpd 32 316 567 32 316 567 1980-01-01 Of
fmjmedi s2. mpd 15 359 825 15 359 825 1980-01-01 Of
M inage28. png 2 888 867 2 888 867 1950-01-01 Of
Heinagel png 1 337 560 1 337 S60 1980-01-01 Of
Hinageb. png 1 034 602 1 034 602 1980-01-01 O
¥ image3l. png 1 013 685 1 013 765 1980-01-01 Of
M image3S. png 964 756 964 756 1980-01-01 Of
M inage33. png 724 725 724 725 1980-01-01 Of
Mo image36. png 852 085 §52 085 1980-01-01 Of
¥ image3d. png 808 937 608 937 1980-01-01 Of
M image32 png 567 099 567 099 1980-01-01 Of
M inaged png 493 297 493 297 1980-01-01 Of
M imaged . png 458 330 458 330 1980-01-01 Of
HeinageS. png 388 855 388 855 1980-01-01 Of
¥ inage?9. png 361 731 361 731 1980-01-01 Of
*imagell.png 350 444 350 444 1930-01-01 O«
M imagel0. png 349 609 349 609 1980-01-01 Of
Heinaged png 345 025 345 025 1980-01-01 Of
e inageSs. png 336 939 336 939 1980-01-01 Of
HinageT png 300 169 300 169 1980-01-01 Of
*imageSQ.png 265 936 265 936 1980-01-01 O«
M inage3. png 200 174 200 174 1980-01-01 Of
:II o P PR N P ‘.-u-u-;ln. ~ e 39




Esssssnnnnn,

Content_Types.xmI>X {4

CFC

CHINA COMPUTER
FORENSICS CONFERENCE

BENEMEoNATRESIXR

application/vnd.ms.powerpoint.template.macroEnabled.12application/x-font

application/vnd.ms-excel.12application/x-font

application/vnd.ms-excel.addin.12application/xml

application/vnd.ms-excel.binary.12audio/aiff

application/vnd.ms-excel.macroEnabled.12audio/basic

application/vnd.ms-excel.macroEnabledTemplate.12audio/midi

application/vnd.ms-excel.template.12audio/mp3

application/vnd.ms-metro.core-properties+xmlaudio/mpegurl

application/vnd.ms-metro.relationships+xmlaudio/wav

application/vnd.ms-office.activeX+xmlaudio/x-ms-wax

application/vnd.ms-office.chartaudio/x-ms-wma

application/vnd.ms-office.vbaProjectimage/bmp

application/vnd.ms-powerpoint.image/gif

application/vnd.ms-powerpoint.macroEnabled.12image/jpeg

application/vnd.ms-powerpoint.main.12+xmlimage/png

application/vnd.ms-powerpoint.presentation. 1 2image/tiff

application/vnd.ms-powerpoint.show.12image/xbm

PAER R RN

application/vnd.ms-powerpoint.show.macroEnabled.12image/x-icon

application/vnd.ms-powerpoint.template.12video/avi

application/vnd.ms-word.document.12video/mpeg

application/vnd.ms-word.document.macroEnabled.12video/mpg

application/vnd.ms-word.document.macroEnabled.main+xmlvideo/x-ivf

application/vnd.ms-word.document.main+xmlvideo/x-ms-asf

application/vnd.ms-word.fontTable+xmlvideo/x-ms-asf-plugin

application/vnd.ms-word.listDefs+xmlvideo/x-ms-wm

application/vnd.ms-word.settings+xmlvideo/x-ms-wmv

application/vnd.ms-word.styles+xmlvideo/x-ms-wmx

application/vnd.ms-word.subDoc+xmlvideo/x-ms-wvx

application/vnd.ms-word.template.12

application/vnd.ms-word.template.macroEnabled.12

application/vnd.ms-word.template.macroEnabled.main+xml

application/vnd.ms-word.template.main+xml

R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R A
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SRR Cre

EEEEEEEEEEEEEEEEEEE

il
d

THIEFEEEES B RN HER, TEH
E%I0EM” (docProps / core.xml) IV EBlE

%” (docProps / app.xml) ,

Z:\Downloads\IMofficeETH A \cve-2015-2545\4£f4cc89905bea999642a40d0590bdfa3. docx_\docPr

WiFEF) fEE TFEHFV) PEww TEM #FEEHOD
a
R = <7 ) wp ¥ I
0 128 MGt BHl #Bzh HikR 58
I - Z:\Downloads\BFofficeBE I F \cve-2015-254544£4cc89905be 2999642 24040590bdfa3. docx_‘\docPropsh

ﬁE!‘ | il | EfREAD | i22kadiE

1 019 532 2017-05-23 23:48
@ core. xml

646 355 2017-05-28 23:48
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CHINA COMPUTER
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[ ]

@] core.xml
Tag Value
EED> <?xml?>
: ''''' [E] version 1.0
''''' [E] encoding UTF-8
: Bl standalone yes
=-E> cp:coreProperties
''''' El xmins:cp http: //schemas.openxmlformats.org/package/2006/m...
''''' El xmins:dc http://purl.org/dc/elements/1.1/
''''' El xmins:dcterms http://purl.org/dc/terms/
B xmins:demitype http: //purl.org/dc/dcmitype/
''''' El xmins:xsi http: /fwww.w3.0rg/2001/XMLSchema-instance
''''' [ dcicreator I (B &)
''''' = cp:lastModifiedBy Ay |
''''' [ cpirevision 17
=E> dcterms:created 2015-11-19T06:08:00Z
- B xsi:type i dcterms:W3CDTF
=B dcterms:modified 2015-11-23T08:41:00Z
B xsistype dcterms:W3CDTF
42



app.xml

%) app.mi

Tag Value

S <oxml?>

@ version 1.0
- [E encoding UTF-8
- [E] standalone yes

SN Y Properties
: xmins
xmins:vt
Template
TotalTime
Pages
Words
Characters
Application
DocSecurity
Lines
Paragraphs
ScaleCrop
HeadingPairs

000000000008E

-~ [El baseType
[ vtvariant
“[ vtilpstr
= vtvariant
D vtig

== TitlesOfParts
=E> vtivector
B size

-~ [E] baseType

> Company

[ LinksUpToDate

[ CharactersWithSpaces
- SharedDoc

= HyperlinksChanged
[ AppVersion

http: //schemas.openxmlformats.org/officeDocument/2006 /fextended-properties
http: //schemas.openxmlformats.orgfofficeDocument/2006 /docPropsVTypes
Normal

309

3

454

2591

Microsoft Office Word

0

21

6

false

2
variant

R4 b

1
Ipstr

—EEHFAET
false

3039

false

false

15.0000

CHINA COMPUTER
FORENSICS CONFERENCE
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( Workbook }—{ Document Properties) Reltionship
—( Application Propeﬂies)
{ Custom Doc. Props. )
( Sheet 1 )—( Styles )
—( Sheet 2 )— -—( Strings )
-( Sheet 3 )— —( Chart )

CFC

e \

N 1-Zip
WHE wEE EEV PER IEM #HEHo
Q
I RVALR 3
N SRR G B Bah Wi FR
_’ I . E:\Templloletools-master\teststest-data‘msodde\dde-test. xlsx'xl'_relsh

I iy I L4 ]y
985 279

<{?xml version="1.0" encoding="UTF-8" standalone="yes”?>

{Relationships
xmlns="http://schemas. openzxmlformats. org/package/2006/relationships”>
<Relationship Id="rId3”
Type="http://schemas. openxmlformats. org/officeDocument /2006/relationship
s/theme” Target="theme/themel. xmnl”/><Relationship Id="rId2”
Type="http://schemas. openxmlformats. org/officeDocument /2006/relationship
s/externalLink” Target="externallinks/externallLinkl. xml”/><Relationship
Id="rIdl”
Type="http://schemas. openxmlformats. org/officeDocument/2006/relationship
s/worksheet” Target="worksheets/sheetl. xml”/><Relationship Id="rIde”
Type="http://schemas. openxmlformats. org/officeDocument/2006/relationship
s/calcChain” Target="calcChain. xm1”/><Relationship Id="rId5”
Type="http://schemas. openxmlformats. org/officeDocument/2006/relationship
s/sharedStrings” Target="sharedStrings. xml”/><Relationship Id="rId4”
Type="http://schemas. openxmlformats. org/officeDocument/2006/relationship
s/styles” Target=”shyles.xml”f></Relationships>a
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3.Office BB ER A HY BT B (cFc

EEEEEEEEEEEEEEEEEEE

(1)XF2007 Z RIRVRRA A ABEOLEIR TN, NXEE D Eix
1RBROLEAS TR IS AT

(2)2007 Z [GHIRRA, FEFTTHITREE R 2 G EIOLEX 4
HITHENI DT,
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4.OfficerERBREFRNIF LT oM A @FC

EEEEEEEEEEEEEEEEEEE

(1)WVBAZRK DA
(2){EFoletoolsiH1TF T 1A
(3){EFAOfficeMalScanneri#fTF T 54
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(1VBAGRI D HT)

£}

5

MS Office 97-2003 X #4E9VBAZ:

=H= Macros
B VBA
) _vBa_PROJECT
D
%) ThisDocument

) PROJECT

] 1Table

: CompObj
DocumentSummarylnformation
Summarylnformation
WordDocument

EEEEEEEEEEEEEEEEEEE

Z:\Downloads‘oledump—betattest—vba xls\

X ®

WEE FFWV PEW TAEM O

w7 X A
o 2B Wt B Bzh iR 58

? II@ Z:\Downloadsholedump-beta‘\test-vba x1ls\

= _ [ SN T
. VEA_PROJECT CUR | 5 527 5 1

| |Workbook 15 619 1514

|| [1]CompObj 107

|| [S]SummaryInformation 2186

|| [S]DocumentSummaryInformation 256
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(cre
MS Office 97-2003 X 14A9VBAZ e

Word 2007+: word / vbaProject.bin
Excel 2007+: xI /vbaProject.bin
PowerPoint 2007+: ppt / vbaProject.bin

FH Z:\Downloads\oledump—betaltest—vba. x1smix1l\

YHEF EE TEW PXE@ TEM FEEHW
dhowm ) w X A
0 128D Mt 8% Bzh Mg B8
2

I . Z:\Dowrloadsholedump-beta‘\test-vba xlsm'xl\

I

 worksheets

. _rels
@vbaPro_ject. bin 1
styles. xml
workbook. xml
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w8 VBAZZRI R HIWord 2007+ 315 @FC

=]- Word2007 macro DocumentOpen.docm ) i
H I— . )
- docProps\app. xml =) &J vbaPr oject bin

§~-~~docProps\core.me lﬂf:“j VBA,

= word\document. xml
§-~-~word\settings.xml """ Lj VBA PROJECT
§-~--word\st‘yles.xml Lj dir
o cvooproecton SN I
. i.word\vbaData.xml Lj ThisDocument
§-~-~theme\theme1.xm| > J PROJECT
%....word\fontTable.xml Lj PROJECT wim

o yword \|NebSetﬁngS xml

=335 MS OfficeZRINER B Fr“vbaProject.bin”, {EOpen XMLAF/EH]
MS Office RITHERINHHE, REAR %%Y#EPEX*EF' *KFH. A, X
BT BB VBALZZEAE2EMN.
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lZOIeVba. C NNNNNNNNNN
EEEEEEEEEEEEEEEEEEE

FRE: FHR, BSD

1BES: Python 2.x.

e A

X FFHIFSTL

Word / Excel / PowerPoint 97-2003: =2

Word / Excel / PowerPoint 2007+: ZH9

Word 2003 XML (.xml)

Word / Excel MHTML, X BB PNXHEMIT (.mht)

Wug: hitp: //www.decalage.info/python/olevba
T&E/Z%%: hitps: //github.com/decalage2/oletools/wiki/Install
X#4: https: //github.com/decalage2/oletools/wiki/olevba

50



s CFC
olevba.py <file>

FORENSICS CONFERENCE
BIES: CG:\Windows\system32\cmd.exe

C:\Users\Administrator>olevba C:\Users\Administrator\Desktop~office_mal_yb\test—
uvuba—protected.xls
olevba B8.53.1 — http://decalage.info python-oletools

Filename

OLE:M-S—H—— C:NUsers\AdministratorDesktop Noffice_mal_yb\test—uvba—protected.xls

UBA MACRO ThisWorkbook.cls
in file: C:\UsersfAdministrator\Desktop~office_mal__yb\test—uba—protected.xls

LE stream: w’ _UBA_PROJECT_CURA-UBA--ThisWorkbook”’

{empty macro

UBA MACRO Sheetl.cls
in file: C:\UsersfAdministrator\Desktop~office_mal_yb\test—uvba—protected.xls
LE stream: w’_UBA_PROJECT_CUR-UBASheetl’

UBA MACRO Modulel _.bas
in file: C:\UsersfAdministrator\Desktop~office_mal_yb\test—uvba—protected.xls
LE stream: w’ _UBA_PROJECT_CUR-UBA-Modulel’

Option Explicit

*here be macros

Hex—encoded strings were detected,. may
be used to obfuscate strings <option
—decode to see alld>




' CFC
()fﬁCXEhAE“EM:EHWrKBr <:;mm&

VFRNIE: SBWYG, HEDRAE

1B5: C

‘E5: Windows

XFTHIRB I :

Word 97-2003: ZH&Y

Excel 97-2003: ZH

PowerPoint 97-2003: &8

Word / Excel / PowerPoint 2007+: A~"Ei%, @WIJistigBlvbaProject.bin
PJiiG . hitp: //www.reconstructer.org/

& hitp: //www.reconstructer.org/code/OfficeMalScanner.zip

52



RA: ‘
£C

MR HFZEOpenXMLX Y (MS Office 2007+) , BB F{ER“OfficeMalScanner <file> inflate”@ o

T B & FHHEESEvbaProject.bin,
1z1T“OfficeMalScanner <file> info” LA3Z2EXVBA{SAE

RBREFES X HFRLEHF R+

C:\Users\Administrator\DesktopN\office_mal_yh>0fficeMalScanner.exe test—vha.xls i

nfo

INFO mode selected

Opening file test—vba.xls

Filesize is 26112 (Bx660808)> Bytes

Ms Office OLE2 Compound Format document detected

Format type Excel

Sheetl
ThisWorkbook

UB-MACRO CODE WAS FOUND INSIDE THIS FILE?
The decompressed Macro code was stored here:




OledUI I Ip wwwwwwwwwwwwwwwwwww

ek R, i

1BES: Python 2.x.

Fa: Ed

S TR

Word 97-2003: 28

Excel 97-2003: £

PowerPoint 97-2003: %

Word / Excel / PowerPoint 2007+: F~EE, WhHSiE2E

vbaProject.bin
T&;: http: //videos.didierstevens.com/2014/08/26/oledump-py-

beta/
SoREE: olefile (BTLA{ER“pip install olefile”&3%)
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RE:

MR ZOpenXMLXHE (MS Office 2007+) , EEFERElzip TE & H AR ESEvbaProject.bin,

i&{T oledump.py <file>"LABEOLERIIKR ., BEVBALRIIERLNNIC M,
iZ{T oledump.py <file> -v -s i, FE®HBVBALRKANZESIS, 2T AN ERVBARKE,

C:\UBA_Tools>oledump.py word2803_macro.doc

o 4

NN -JNUHAWNM

1
C:\UBA_Tools>oledump.py word2083_macro.doc -v —-s 7

Attribute
Attribute
Attribute
Attribute
Attribute

121 ’\xB1CompOhbj’

4096 ’\xB5DocumentSummaryInformation’
40926 ’\xB5SummaryInformation’

6352 ’1Table’

376 ’Macros/PROJECT’

41 ’Macros/PROJECTwum’

1454 ’Macros/UBA/ThisDocument’
2318 ’Macros/UBA/_UBA_PROJECT’
521 ’Macros/UBA/dir’

48926 ’WordDocument’

UB_Name = “ThisDocument"

UB_Base = "“"1Normal.ThisDocument"
UB_GlobalNameSpace = False
UB_Creatable = False
UB_Predeclaredld = True
UB_Exposed = True
UB_TemplateDerived = True
UB_Customizable = True

Private Sub Document_Open{(d
MsgBox (“This is a UBA macro — Document_Open'’)

End Sub

C:\UBA_Tools>

CHINA COMPUTER
FORENSICS CONFERENCE
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officeparser

FeliE: AR, MAREIFM

1ES: Python 2.x.

e Fa

X IEFRIREIL:

Word 97-2003: 2/

Excel 97-2003: 2H

PowerPoint 97-2003: %8

Word / Excel / PowerPoint 2007+: £

WG https: //github.com/unixfreak0037/officeparser

(cre

CHINA COMPUTER
FORENSICS CONFERENCE
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CFC

1z 17 officeparser.py --extract-macros <file>"A$EEXVBAGHY,
C:\UsersMdministrator\DesktopNoffice_mal_ybh>officeparser ——extract—macros test-—
vha.xls

INFO: Saving UBA code to .\ThisWorkbook.cls

INFO: Saving UBA code to .“\Sheetl.cls

C:\Users\Administrator\DesktopNoffice_mal_yh>S

Y



CFC

(2){FHoletoolsiH1TF LT .4

7 D HTOLEX R4 E4FILE
A%
oleid.py <file>

C:\Users\Administrator\Desktopoffice_mal_ybh>oleid test—-vbha.xls

oleid B.53 — http://decalage.info/oletools

THIS IS WORK IN PROGRESS — Check updates regularly?

Please report any issue at https://github.com/decalage2/0letools/issues

Filename: test—-vbha.xls

OLE format

Has SummaryInformation stream
Application name
Encrypted

Word Document

UBA Macros

Excel Workhook
PowerPoint Presentation
Uisio Drawing
ObhjectPool

Flash objects

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

Microsoft Excel
False
False
True
True
False
False

+
]
1

+
1
1
1
1
1
1
]
1
1
1
1
1
]
1
1
1
]
1
1
1
1
1

+
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o SHEAZEOffice 4 eatFlash st CFE

B
Usage: pyxswf.py [options] <file.bad>

Options:
-0, --ole Parse an OLE file (e.g. Word, Excel) to look
for SWF
in each stream
-f, --rtf Parse an RTF file to look for SWF in each
embedded C:\Users\dministrator\DesktopNoffice_mal_yhdpyxsuf -s test-vha.xls
object oL = . C o
. —extract Extracts the embedded SWF(s), names it pyxsuf @.50 - http://decalage.info/python/oletools
MD5HASH.swf & Please report any issue at https://github.com/decalage2/oletools/issues
saves it in the working dir. No addition args
needed
-h, --help show this help message and exit

-y, —-yara SEUSIUEISIEORMIUNCICURUEESIEONCIR [ SUMMARY 1 @ SWF(s) in MD5:1d8cc133a92h%cfB4h16000274cBc1B9 :test-vha.xls

compressed it will be deflated. No addition args
needed
-s, --md5scan Scans the SWF(s) for MD5 signatures.
Please see func
checkMD5 to define hashes. No addition args

needed
-H, --header Displays the SWFs file header. No addition
args needed
-d, --decompress  Deflates compressed SWFS(s)
-r PATH, --recdir=PATH
Will recursively scan a directory for files that
contain SWFs. Must provide path in quotes
-c, --compress Compresses the SWF using Zlib
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) L i CF

257

usage: usage: oleobj [options] <filename> [filename2 ...]

positional arguments:
FILE Office files to parse (same as -i)

optional arguments:
-h, --help show this help message and exit
-r find files recursively in subdirectories.
-d OUTPUT_DIR use specified directory to output files.
-z ZIP_PASSWORD, --zip ZIP_PASSWORD
if the file is a zip archive, open first file from it,
using the provided password (requires Python
2.6+)
-f ZIP_FNAME, --zipfname ZIP_FNAME
if the file is a zip archive, file(s) to be opened
within the zip. Wildcards * and ? are
supported.
(default:*)
- LOGLEVEL, --loglevel LOGLEVEL
logging level debug/info/warning/error/critical
(default=warning)
-i FILE, --more-input FILE
Additional file to parse (same as positional
arguments)
-v, --verbose verbose mode, set logging to DEBUG
(overwrites -I)

C:\Users\Administrator\Desktop\office_mal_yb>oleohj cve-2014-6352\cve-2014-6352-
had-sample-@1.hin

oleohj @.52.4 - http://decalage.info/oletools

THIS IS WORK IN PROGRESS - Check updates regularly!

Please report any issue at https://github.com/decalage2/oletools/issues

File: 'cve-2014-6352\\cve-2014-6352-had-sample-61.hin’

extract file emhedded in OLE object from stream ’‘\x@10lei@Native’:
Parsing OLE Package

Filename = "putty.exe"

Source path = "C:\Users\HCL\Desktop\POC\putty.exe"

Temp path = "C:\Users\HCL\AppData\Local\lTemp\putty.exe"

saving to file cve-2014-6352\cve-2014-6352-had-sample-B1.hin_putty.exe
WARNING Wanted to read 4696, got 2967
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@ MMS OfficesZA (OLEFIOpenXML) ERIZERAIATVBAZR B e

C:\Users\Administrator\DesktopNoffice_mal_yb>olevha -d test-vha.xls

!

FBi%: olevba.py [options] <filename> [filename2 ...]

I - FILE: test-vha.xls

-h, - helpERUEEENE 2 HIE .

HEF B RPBASH L, Type: OLE

-z ZIP_PASSWORD, - zip = ZIP_PASSWORD
MR RzipfFtl, WITFENRE XX, UBA MACRO ThisWorkhook.cls
{ERRMANERRS (FEPython 2.6+) in file: test-vba.xls - OLE

-f ZIP_FNAME, - zipfname = ZIP_FNAME
MR GRzipFtE, NWEFTHXXMH
ERHEA., BEMH? BRI,
(BRIA: )
--triage triage mode, BERETHLER UBA MACRO Sheetl.cls
(Z T XHHIEIAE) . .
o R, BREEER (BN in file: test-vha.xls - OLE
BAH)
-a, - DNETRDIWER, MAERER
B
-c, -codeRERVBARRKIE, REHITE
-i INPUT, -input=INPUT
BEEDITRIVBARR BRI A S
(&BERE)

'
—

o

Q

--decode B NI RIENF R B RERBENFR S Description

MA (Hex, Base64, StrReverse, Dridex, [ +
VBA) , . .
—attrE T VBAFF L AT Hex Strings | Hex-encoded strings were detected, may

he used to obfuscate strings Coption

--decode to see all)
_________________________________________ +

RRE
-revealEE IR £ 8 F B R A RS
HRIBAREENFRN S,

+
i
+
1
1
1
1
i
+




‘Z *‘—\L / )l_J\lJ /Ell:llz\ l%\ V 3 A 7[)\ e

R&:
mraptor.py [options] <filename> [filename?2 ...]

*\Users\Adninistrator\Desktop\off ice_mal_yh>mraptor -1 info test-vha.xls

I '

h, - helpSRILEEE SR acroRaptor B.53 - http://decalage.info/python/oletools

-IEFBERPIBEAER . e 1¢ unrk 1 MRS S ep P st 1eclpe o 1

P, PASSWORD. - 210 = 2IP_PASSWORD his is l.mlk in progress, please report issues at https://github.com/decalage2/o
S e Eagad=sliz=pd 1 ¢ £ 00 15 /15 sues

#,

{FRRMHINERE (FZEPython 2.6+)

-f ZIP_FNAME, - zipfname = ZIP_FNAME
MEBX M RzipEHE, WEFTHHH
AR, BERR? SRS,
(BRIA: )

- LOGLEVEL, - litevel = LOGLEVEL !
BERBNEIRNAE B/ B SRR E
(BRE(E=2%)

{OLE: itest-vha.xls

Flags: A=AutoExec, W=lrite, K=Execute

logging level debug/info/warning/error/critical ' . _
(defaultzwarning) Exit code: 2 - Macro OK

-m, - CEEREERNFRES,

RIESHERIREIR A *\Users\Adninistrator\Desktop\off ice_mal_yh>8
-0: kTR

-1: REMS Office

-2 BE

-10: 4R

-20: A[1®
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@ MMS Officextty. RTFAICSVzteenimaniziy (CFC
DDE / DDEAUTO:3E

FORENSICS CONFERENCE

F3i%: msodde [-h] [-] [--nounquote] [-|
LOGLEVEL] [-d] [-f] [-a]X {4

BB - . .
T — C:\Users \Adninistrator\Desktop\office_mal_yb\test-data\nsodde nsodde -1 info dde
AESH: ~in-csv.csv
h, - hepRRULRENERIEH nsodde 0.53 - http://decalage.info/python/oletools
-, -jsonMjsont& X, TES5-ldebug—
ez THIS IS WORK IN PROGRESS - Check updates regularly!
--nounquote NEEUHES | & ' . ' !
ILOGLEVEL, - litevel LOGLEVEL Please report any issue at https://github.con/decalage2/oletools/issues
B RN B
&
(BREE=2%) Opening file: dde-in-csv.csv
IR Bl OpenXMLEER &S - DDE Links:

{SUERTFOpenXML (fladocx) Frtf, MAE ) Ik )
HTOLE (Blilldoc) . i end '/k \..\..\.. \Windows \Systend2\calc .exe

options@EFHY, EHRLIITHIXEIRE—TiE
I

LTy C:\Users\Mdninistrator\Desktop\office_mal_yh\test-data\nsodde>

-d, - dde-only{XJR[EIDDEFIDDEAUTOFER
-+, - filteriR[EIFRTTE XEIMIFFE FER
-a, -al-fieldsiREIFIEFE, NEERFNG
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@ X5 OLESF (5120MS Word, Excel, CFC
PowerpointXfd) BIEEGUI, BFEFNIEEE & =
PNEIER

Usage
olebrowse.py [file]

N m il BIER: C:\Windows\system32\cmd.exe - olebrowse embedded-simple-2007.doc o | = | =R

C:\Users\Administrator\DesktopNoffice_mal_yb\test—dataoleohj>olebhrouse embedded

—simple—20087.doc

74 olebrowse [ - |@
OK
Selecta stream, or press Escto exit
Cancel

o |

DocumentSummanyinformation
Summaryinformation

1Tahle

Data

ObjectPool/_1577691201/ CompObj
ObjectPool/_1577691201/ Ole10Native
ObjectPool/_1577691201/ EPRINT
ObjectPool/_1577691201/ Objlnfo
WordDocument

~ About olebrowse

~ Quit




@ MOLE S {4F

Usage
olemeta [file]

AIRENFTEIERTE (STEURE)

CHINA COMPUTER
FORENSICS CONFERENCE

C:\Users\Administrator\Desktopoffice_mal_ybh\test—dataoleohj>olemeta embhedded-s
imple—20807.doc
olemeta B.51 — http://decalage.info/python/oletools
THIS IS WORK IN PROGRESS — Check updates regularly?
Please report any issue at https://github.com/decalage2/o0letools/issues

embhedded—simple—-208087.doc

Properties from the Summarylnformation stream:

————— e +

iProperty

———— e +

icodepage
iauthor

itemplate
ilast_saved_hy
irevision_number
icreate_time
ilast_saved_time
inum_pages
inum_words
inum_chars
icreating_application
isecurity

e e +

Properties from the DocumentSummarylnformation s
e T +

iProperty

icodepage_doc
ilines

iparagraphs
iscale_crop
icompany
ilinks_dirty
ichars_with_spaces
ishared_doc
thlinks_changed
iversion

e e +

iValue

iuser

iNormal

iuser

12

12018-01-17 ©892:47:00
12018-01-17 ©092:47:00
il

11

173

iMicrosoft Office Word

iValue

iFalse
iFalse
183
iFalse
iFalse
1786432
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7 FEEXPR A A2 0E B ZAMMS cXRIRT (8] B

:\Users\Administrator\DesktopNoffice_mal_yb\test—dataNoleobj>oletimes embedded-—

imple—20807.doc

pletimes B.51 — http://decalage.info/python/oletools

Usage HIS IS WORK IN PROGRESS — Check updates pegulanly?

0|etimes_py [f||e] lease report any issue at https://github.com/decalage2/0letools/issues

: embedded—-simple-2007.doc

e e e e e e s e e e e e e e e e e e e e

Stream/Storage name
e e e e

' \x@1 CompOhj’
’\x@5DocumentSummaryInform
ation’

'\ x@5SummaryInformation’

*1Table’

'Data’

’ObjectPool’
'ObjectPool/_1577691201"
*ObjectPool/_1577691201 ./ \x
@1 CompOhbj’
’ObjectPool/_1577691201/ \x
#10lel1BNative’
'ObjectPool/_1577691201 ./ \x
A3EPRINT’
*ObjectPool/_1577691201/\x
@30hjInfo’

’YordDocument’
S

e e e e e e S S e e e S S e e ee e e o ==

2018-01-17 09:47:24
None
None

None
None
None
2018-01-17 89:47:24
2018-01-17 89:47:24
None

None

None

None

$ mm mm mm mm e me = = mm mm me e me = = == mm me k==

2018-01-17 09:47:24
2018-01-17 09:47:24
None
None

None

None



Usage
oledir [file]

C:\Users\Administrator\DesktopNoffice_mal_ybh\test—dataoleohj>oledir

mple—20837.doc

CF

CHINA COMPUTER

K204

embhedded-si

oledir B.53 — http://decalage.info/python/oletools

directory entries

iStatus iType

in file embedded—-simple—20807.doc:

iName

————— ————— e

i<Used>iRoot
i<Used>iStream
i<Used>iStream
i{Used>iStorage
i<Used>iStorage
i<Used>iStream
i<Used>iStream
i<Used>iStream
i<Used>iStream
i<Used>iStream
i<Used>iStream
i<Used>iStream

i<Used>iStream
iunused iEmpty
iunused iEmpty
iunused iEmpty

iRoot Entry
i
1]
L]

1 \x@1CompOhj

i\xB5DocumentSummaryInformati

ion

iINxB5SummaryInformation

ilTable

iData
iObjectPool
15776912061

iRoot Entry

iData

iYordDocument
iObjectPool
11577691201

i \xA3EPRINT

1 \xB1CompOhj
i\x830bjInfo
i\x810lelBNative
ilTable
I\xB5SummaryInformation
i"\xB5DocumentSummarylnf
iormation

1 \x81CompOhbj

iCLSID

|
|
|
|
|
|
+
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

188820906 -000N—-BBBB-CHNR—-NNNBBBBBBB46
iMicrosoft UWord 97-2003 Document
i(Mord.Document .8

N =
LN
o =

- = we we ee es

1388 :
16482 |
14896 &

A8038AC-HNBB—-NBRR—-CANR-BRNBVBBNBBBN46
OLE Package Object {(may contain and
run any filed
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@ B /ROLEX 4P s X HIRREY

Usage
olemap [file]

CHINA COMPUTER
FORENSICS CONFERENCE

C:\Users\Administrator\DesktopNoffice_mal_yb\test—dataoleohj>olemap embedded-si

mple—20087.doc

olemap B.51 — http://decalage.info/python/oletools

FILE: embedded—-simple—2007.doc

OLE HEADER:

+
iOLE Signature <hex) iDACF11EBA1B11AEL
iHeader CLSID <hex>
iMinor» Uersion 1083E
iMajor Uersion H 51515 K
iByte Order iFFFE
iSector Shift 10009
it of Dir Sectors H )
it of FAT Sectors il
iFirst Dir Sector 1000800811
iTransaction Sig Numbher 10
iMiniStream cutoff 146896
iFirst MiniFAT Sector 18600BB1D
i# of MiniFAT Sectors il
iFirst DIFAT Sector i FFFFFFFE
i## of DIFAT Sectors

e ——— e ——

CALCULATED ATTRIBUTES :
e e F—————————— e
iAttribute iValue
Tt e
iSector Size <(hytes)

iActual File Size <(hytes) 125600

iMax File Size in FAT 166048

iExtra data beyond FAT H )

Extra data offset in FAT 000086200

iShould DACF11EBA1B11AEL
iShould a

iShould BA3E

iShould 3 or 4

iShould FFFE (little endian>
iShould #8892 or ABAC

iShould A if major version is

iChex)
iShould
iShould
iChex)

iShould bhe 512 or 4896 hytes
iReal file size on disk

iMax file size covered by FAT
iOnly if file is larger than FAT
icoverage

i0ffset of the 1st free sector at
iend of FAT
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C: \sers \Adninistrator\Desktop\otf ice_nal_yb\test-data\etfohjirtfohj issue_251.

rtfobj [options] <filename> [filename?2 ...]

Options: tf
-h, --help show this help message and
- find fles recursively in ptfohg 0.53.1 on Python 2.7.15 - http://decalage.info/python/oletools

et 115 15 VORK I EROGRESS - Check updates vegularly!
Please veport any issue at https://github.con/decalage2/oletools/issues

first file from it,
using the provided password
(requires Python 2.6+)
-f ZIP_FNAME, --zipfname=ZIP_FNAME
if the file is a zip archive, file(s)
to be opened S P P P PR P F P
within the zip. Wildcards *
and ? are supported. ' " '
(dofautt) File: 'issue_251.ptf" - size: 1774 hytes
-| LOGLEVEL, --loglevel=LOGLEVEL
logging level debug/info/ Y V——— .,
warning/error/critical
(default=warning) ' . .
s SAVE_OBJECT, --save=SAVE_OBJECT JTIBRBIILEY OLE Oh ject
Save the object corresponding
to the provided number T V—— e
to a file, for example "-s 2".

e A e jcts at once. 0 100000387h Not a well-formed OLE ohject

-d OUTPUT_DIR use specified
directory to save output files. Y V——— .,
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(3){F A OfficeMalScanneri#{TF Lo th EE

C:\Users\Administrator\DesktopNoffice_mal_yh>0fficeMalScanner.exe test-vha.xls i
nfo

Usage: OfficeMalScanner
<PPT, DOC or XLS file>
<scan | info> <brute>

<debug>
scan
3L Nshellcode B & = F1 X1 INFO mode selocted
. * mode selecte
ZEHA
?JDWE’JPESU’:F [*] Opening file test-vha.xls
info [*] Filesize is 26112 (@x6688) Bytes

Egﬁﬁ()LEé%*@, R+ KE [*] Ms Office OLE2 Compound Format document detected
=gty [ AV SR VYoo aw E Qi [ * ] Format type Excel

brute

g oEiE 0 BE U2 3R BX R0

BRI

inflate

J§Office 20073244 ({540

docx) RREARMIGATHE X UB-MACRO CODE WAS FOUND INSIDE THIS FILE!
debug The decompressed Macro code was stored here:

BREN, RHRICHRINEE




5.0fficerEEEN{LE

1)virustotal

(1)

(2)vicheck
(3)cryptam.com
(4)

4)nttps://any.run/

NES DT

CCCCCCCCCCCCC
EEEEEEEEEEEEEEEEEEE
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1)virustotal

20181924 VirusTotal 20181924 VirusTotal
>1 Search or scan a URL, IP address, domain, or file hash Q >1 Search or scan a URL, IP address, domain, or file hash QK
24 engines detected this file 24 engines detected this file
‘ SHA-256 f4e92b0da27 73d151 ‘ SHA-256 7ef4e92b0da2718fab88b8c3568a65ddobff73d15f0ad2dca2a029
DOCX File name peace-along-the-border-is-not-a-one-process-says- DOCX File name peace-along-the-bord t process-says-Lt-gen-ds-hood
File size 66.58 KB File size 66,58 KB
Lastanalysis ~ 2018-09-05 12:17:01 UTC Lastanalysis ~ 2018-09-0512:17:01 UTC
Detection  Details  Relations X Behavior  Community Detection  Detalls  Relations )X, | Behavior | Community
AcglsLab Hacktool Win32.CVE-2015-2545.31c ) .
A Basic Properties © X
Ahnlabva A ers/cve2015:2585 MD5 4f4cc89905bea999642a40d0590bdfa3
SHA-1 3334cfb8c96c65be248715d1180043F2ab9072a
Antly-AVL A\ Trojan(Exploit]/EPS.CVE-2015-2545 FileType  Office Open XML Document
Magic Zip archive data, at least v2.0 to extract
Baidu A Win32Exploit CVE-2015-2545.2 SSDeep 1536:92C3fmFIR7WJCPRVP7uw5wUacXCNUXIt:92HFPRG + ShECXKtq
TRID Word Microsoft Office Open XML Format document (51%)
BitDefender A\ GenveriantZusy244273 Open Packaging Conventions container (38%)
ZIP compressed archive (8.6%)
CAT-QuickHeal A\ B EPSCVE2015-2545 PrintFox/Pagefox bitmap (var. P) (2.1%)
FileSize  66.58KB
Cyren A 2P/TrojanHvBM-8
Emsisoft A\ GenvariantZusy244273 (B) Tags © X
ESET-NOD32 A\ Win32/Exploit CVE-2015-2545.8Y
F-Secure A\ Genvariantzusy244273
History © X
Fortinet A W32/CVE 2015 2545 Alexploit
Creation Time 2015-11-19 06:08:00
GData A EloitCVE2015.2505Gen First Seen In The Wild 2017-05-29 06:49:28
First Submission 2017-06-07 09:01:08
Ikarus A Exploit Win32.CVE-2015-2545 Last Submission 2018-05-15 23:13:35
Last Analysis 2018-09-05 12:17:01
Kaspersky A ExploitWin32.CVE-2015-2545.b Earliest Member Modification 2017-05-28 23:48:08
Latest Member Modification 2017-05-28 23:48:08
MAX A malware (ai score=97)
McAfee-GW-Edition A ArtemisTrojan File Names © N
eace-along-the-border-i ess-says-Lt-gen-ds-hooda.doc
Qihoo-360 A pscve20152545c P s Y
Sophos AV Troj/20152545-A
P A OpenXML Document Info © N
Symantec A\ TrojanMdropper
Document Properties
Tencent. A Win32Trojan.nject Auto Cprrevision 17
Dctermsicreated 2015-11-19T06:08:00Z
TrendMicro A\ TROIL_FRSONA003LIT7 Dcterms:modified 2015-11-23T08:41:00Z
AppVersion 15.0000
TrendMicro-HouseCall A\ TROJ_FRSONACO3LIT7 Application Microsoft Office Word
Characters 2591
ZoneAlarm A\ ExploitWin32.CVE-2015-2545b CharactersWithSpaces 3039
filg 2| 27 5 3d1 il 27 d

2018/9/24

2]

Search or scan a URL, IP address, domain, or file hash

CHINA COMPUTER
FORENSICS CONFERENCE

VirusTotal

24 engines detected this file
SHA-256 7efae92b0da2718fabs88b8c3568a65dd9bff73d15f0ad2dca2a029...
DOCX File name peace-along-the-bord t process-says-Lt-gen-ds-hood. .
File size 66.58 kB
Lastanalysis ~ 2018-09-0512:17:01 UTC
Detection Details Relations ¥ Behavior Community
Graph Summary © ¥
-.and 11 more
image1.eps peacealong-
the-border-is-
not-a-one-
process-says-Lt-
peace-along-the-bord e ds hoodazip
hooda.doc
Compressed Parents © e
Date scanned Detections  Filetype Name
2017-06-12 L peace-along-the-border-is-not-a-one-
process-says-Lt-gen-ds-hooda.zip
Bundled Files ® X
Date scanned Detections File type Name
v 2017-11-18 PostScript word/media/image1.eps
v 2017-09-18 (Coss) XML [Content_Types]xml
v 2017-09-18 (orme) XML docProps/appxml
v 2017-09-18 (ose) XML docProps/corexml
v 2016:08-08 (Corss) XML word/document.xml
2016-12-22 (orss ) XML word/fontTablexml
il 415f0ad
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2018/9/24

2)vicheck

Malware Analysis Results

ViCheck Embedded Malware Analysis Report

4f:

3.docx_

md5: 4f4cc89905bead99642a40d0590bdfa3
sha1: e3334cfb8c96c65be248715d1f80043f2ab9072a

sha256: 7ef4e92b0da271

3d1

sha512:
of6 1b73:

20025418 114015c29f17¢6e54b11b12c378ac323929¢438dfd55¢f8e6

header: 504b030414000000
filesize: 68176

filetype: executable

mimetype: application/octet-stream

ViCheck Analysis Details

AV_VIRUS_NAME

DYNAMIC_DROP_PATH

FILE_NAME

FILE_YARA_RULE

NET_DOMAIN_NAME

PESTUDIO_BLACKLIST_STRING

STATIC_STRING_NET_FULL_URI

WIN_API_STRING

Gen:Variant.Graftor.321418
Win.Exploit.CVE_2015_2546-1
Trojan/Win32.TGeneric
Win32/Exploit.CVE-2015-2545.BY trojan
Exploit. Win32.CVE-2015-2545

Exploit. Win32.CVE-2015-2545.b
Troj/20152545-A

Trojan.Mdropper
HEUR:Trojan.Win32.Generic
Exp.EPS.CVE-2015-2545
Gen:Trojan.Heur.[g7@YA10HGh
Trojan/Generic. ASExplot.63

ca 1\AppData\L indows\Temporary Internet Files\Content.

4485-874F-B5290514EABE}.tmp
C:\Users\auser1\AppData\Local\Temp\~$f4¢92b0dia

Vord\~WRS{7B1B9317-12C2-

CHINA COMPUTER
FORENSICS CONFERENCE

doc

C:l 1\AppDatall indow: porary Internet Files\Content. MSO\DO5AD16C.eps

[ 1\AppData\L NVir
KERNEL32.dll

DIE_anti_debug_IsDebuggerPresent
Contains_ASCII_Hex_encoded_PE _file
RIPEMD160_Constants
SHA1_Constants

dbgdetect_funcs
misc_hexascii_pe_in_html
MD5_Constants

DIE_DES_BE
DIE_RIPEMD_128_InitState_LE
DIE_Boucher_randgen5_LE
DIE_unizx_table_three_LE_2
DIE_lzari_StartModel_LE
DIE_RNG_original_numbers_LE
DIE_DES_LE
DIE_Generic_bitmask_table_LE
DIE_Boucher_randgeni_LE
DIE_bitmask_LE

DIE_3_way_BE

go.microsoft.com
www.microsoft.com

Signature
Protect

hittp://te: i pW/q »

VirtualProtect

completed: 2018-09-24T01:33:28.027882Z

is_malware: 2
rating: bad

https:/vicheck ca/htmlreport. php?SHA=7ef4e92b0da27 1 8fab88b8c3568a65dd9bff73d15f0ad2dca2a0297646b5ac0e

v Internet Files\Content. MSO\F57FEF57.eps
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CHINA COMPUTER
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L 2018/9/24 Cryptam report: 7ef4¢92b0da2718fab88b8c3568a65dd9bff73d 15f0ad2dca2a0297646b5ac0e

Cryptam // document analysis

Sample Details

original filename: 3.docx_

size: 68176 bytes
submitted: 2018-09-24 01:20:58

md5:
shal: e33: 15d1 2a
sha256: 7 73d

ssdeep: 1536:92c3fmFIljR7WjCPRVP7uw5wUacXCNUXxItq:92HFPR6+5hECXKtq
content/type: Microsoft OOXML

analysis time: 0.00 s

result: malware [90]

embedded file objects: yes

embedded executable: found

signature hits:

embedded. file imagel.eps @d33ela545d3285dbca503bb9421534f

imagel.eps.embedded.file datastore-11683 177736f79683e6f7cf26d585a38baabb
imagel.eps.datastore-11683.5391: string.This program cannot be run in DOS mode
imagel.eps.datastore-11683.40467: string.GetCommandLineA

imagel.eps.datastore-11683.40015: string.GetProcAddress

imagel.eps.datastore-11683.40573: string.EnterCriticalSection

imagel.eps.datastore-11683.40061: string.KERNEL32

imagel.eps.datastore-11683.30828: string.ExitProcess

imagel.eps.datastore-11683.dropped.file exe 5d58abflc3f9@b678eaach@cc2805ce8 / 44852 bytes / @ 5313
imagel.eps.datastore-11683.dropped.file exe df8df9lba2edfc7e8b55550a741fff2d / 46592 bytes / @ 50165
imagel.eps.3818: exploit.office PostScript CVE-2015-2545

imagel.eps.9995: string.KERNEL32

Strings

raw strings (https://cdn.cryptam.com/nodes/7ef4e92b0da271 1d9bff73d15f0: 029 Oe.txt)

Dropped Files

image1.eps at zip
md5: 0d33e1a545d3285dbca503bb9421534f
sha1l: 26b5c1a7744cf164379f68a71d8226e042791a8d

sha256: d: '6798e9

view strings

(https://cdn.cryptam.com/nodes/d40443ac93c20f1e0 306876798e9 358¢0 40440.virus.txt)

exe at 5313

md5: 5d58abf b

shal: a2467 1

sha256: 6d30f 60f7bf70bdca5168

imphash: b495¢9756d2ec11775832042cd9037cd

view strings

(https://cdn.cryptam.com/nodes/7ef: 0da271 73d15f0. 029 0dnTgIH.5ba8: -

image1.eps-datastore-11683-5313.exe.virus.txt)

https://cdn.cryptam. a65dd9bff73d15f0ad2dca2a029 acOe html 12
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4)https://any.run/

4f4cc89905bea999642a40d059... ' INFO

+ Add tags
Malicious activity
& Sample 10C 5] Export~ | Reports v v =

PROCESS  Filter by name or PID Show only important

explorer.exe
1k 46 249

rundli32.exe CA\Windows\system32\shell32.dIL,OpenAs_Ru.
1k 479 282

WINWORD.EXE /n "C:\Users\admin\AppData\Local\Temp...
1k 611 100

FLTLDR.EXE CA\Program Files\Common Files\Microso.
106 0 19

PROCESS DETAILS:

MOVE YOUR MOUSE TO VIEW SCREENSHOTS explorer.exe (d: 160

@ 100
€ > out of 100

More Info
HTTP REQUESTS 1 CONNECTIONS 1 DNS REQUESTS 1 THREATS
Time HTTP code Method Rep ID Process URL DANGER
52420 No Response GET A 16... explorer.exe http:/ /tes.sessions4life.pw/quiz/WelcomeScrn.exe Application was injected by another process
WARNING
Creates files in the user directory

DANGER ' [1604] explorer.exe: Application was injected by another process Get more awesome features with premium access! = REVIEW




6. 44t (cre

\ EEEEEEEEEEEEEEEEEEE

Office BB EUENE M FE:
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